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Mr. Chair,

Thank you for this opportunity to speak to you today about
the Government of Canada’s commitment to safeguarding
the privacy of Canadians, as we work to curb the spread
of COVID-19 and protect the health of Canadians.

The departmental officials joining me today include:

 Dr. Theresa Tam, Chief Public Health Officer of
Canada;

 Kathy Thompson, Executive Vice-President, of the
Public Health Agency of Canada; and

 Christopher Allison, Acting Vice-President, Corporate
Data and Surveillance Branch, of the Public Health
Agency of Canada.

COVID-19 pandemic

With lives on the line, the Government of Canada has
taken a range of actions to slow the spread of COVID-19
─ from implementing strict measures at the border, to
securing millions of vaccine doses, to providing surge
support to provinces and territories.
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Evidence-based decision-making

We make well-informed decisions about policies and
programs by reviewing information and analyzing data. By
basing our decisions on best available evidence, expert
advice, and international best practices, we are able to
target our actions to where they are needed most.

In the case of COVID-19, reliable, timely and relevant
public health data inform our response to the pandemic,
and thereby protecting the health of Canadians.

The data we use comes from many sources ─ and we are
always looking for ways to leverage appropriate data to
better improve public health outcomes for Canadians.

Use of mobility data is not unique to Canada and PHAC.
Governments around the world, including Australia, Spain,
Germany, Argentina, Brazil, and the Netherlands, are
using the data to inform their response efforts to the
pandemic.

Several reputable international organizations have
described the social good that mobility data can offer,
particularly in response to the pandemic. These include
the United Nations, the World Bank, the Centres for
Disease Control (CDC) and the European Commission’s
joint research centre.
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The Request for Proposals

In March 2020, the Public Health Agency of Canada
began procuring mobility data to provide outbreak
intelligence and inform the pandemic response.

In partnership with Innovation, Science and Economic
Development’s Communication Research Centre, the
Public Health Agency of Canada has been using de-
identified, aggregated cell-tower location data to support
Canada’s response to COVID-19. This data was provided
through a sole-source contract with the Telus Data for
Good program, which expired in October 2021. PHAC also
entered into a contract with BlueDot during the pandemic,
which will expire on March 18th, 2022.

On December 17, 2021, the Public Health Agency of
Canada published a Request for Proposals on
Buyandsell.gc.ca, which opened a competitive process to
continue this work.

I am aware that this committee has passed a motion that
the tender shall not be reoffered until it is satisfied that the
privacy of Canadians will not be affected.

PHAC is extending the Request for Proposal which could
allow time for the committee’s consideration. I can assure
members that the mobility data, both used and sought, is a
valuable tool that fully respects the privacy of our citizens.
I would not want to see any delay in acquiring this data as
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it will impact epidemiological activities currently underway
in response to the pandemic.

To be clear, the data being sought through this RFP
process continues our requirements that it be aggregated
and does not contain personal data that may identify
individuals.

The Government of Canada will not be able to link this
population-level data with individual Canadians. No
personal information is asked for or provided.

How we use mobility data

We use this de-identified data to analyze population
movement trends and the trajectory of the pandemic. This
information helps governments at all levels determine how
the public is responding to public health directives, so that
we can tailor our approach or communications.

By using mobility data, we can examine possible links
between population movement within Canada and the
spread of COVID-19. This helps us direct public health
messaging, planning and policy development. We can
also measure the effectiveness of public health measures
and use this information to empower Canadians so they
can make decisions to protect their health.

For example, since September 2020, PHAC’s COVID-19
public-facing dashboard “COVIDTrends” has provided
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Canadians with a population movement indicator. This
information can raise awareness of mobility patterns
related to possible easing or tightening of public health
measures.

The data we use is de-identified and is only a summary of
population movement at the regional level. The
Government of Canada, public health officials, or any
users of this data cannot determine an individual's
movement.

Protecting privacy

The Public Health Agency of Canada has engaged its own
privacy and ethics experts throughout the process to
ensure that its use of mobility data follows best practices.

We will continue to ensure that any future vendor engaged
in this process will provide data sufficiently de-identified
and aggregated that no personal information is disclosed.

Conclusion

In this digital age, it is only natural for Canadians to be
concerned about protecting their personal information. We
create data every time we use our devices, the misuse of
which can have serious implications.

Having said that, the mobility data being used by the
Public Health Agency of Canada does not contain
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personal information. I want to be very clear on this point,
it cannot be linked to individuals.

In a crisis like the COVID-19 pandemic, we must deploy
every tool in our toolbox to save the lives of Canadians
and protect our health care system. Mobility data is one of
those tools ─ we can ─ and should ─ use it to improve our
response to COVID-19.

Thank you.
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PAN-CANADIAN HEALTH DATA STRATEGY

Issue

COVID-19 has highlighted new and existing issues that make it a challenge to collect,
share, and use health data for the benefit of Canadians. 'Health data' includes public
health, health system and population health data. In the May 2021 Office of the Auditor
General report Pandemic Preparedness, Surveillance, and Border Control Measures, it
was recommended that Canada create a pan-Canadian Health Data Strategy (PCHDS)
to address foundational issues related to the collection, sharing and use of health data
in Canada. In his mandate letter released December 16, 2021, the Minister of Health
was tasked with working with the provinces and territories to create a world-class health
data system for Canada. To achieve this, the Government of Canada is following the
advice of the Auditor General and creating a PCHDS through federal, provincial and
territorial partnership with advice from an Expert Advisory Group (EAG).

Key Facts

 There are persistent and important gaps in data collection, sharing and use that
cost lives and negatively impact personal, health professional and system-wide
health decision-making.

 These gaps reduce health outcomes for Canadians and contribute to health
inequities.

Key Messages

 Reliable, timely and relevant health data are crucial to inform decision-making

during public health events and to improve health outcomes for Canadians in the

longer term.

 The Government of Canada, in collaboration with provinces, territories and

Indigenous groups, is developing a pan-Canadian Health Data Strategy to

improve Canada’s collection, access, sharing and use of health data and lay the

foundation for a world-class health data system.

 This work is being informed by expert advice and will assist Canada’s public

health response to COVID-19, equip Canada to deal more effectively with future

public health events, and achieve better health outcomes for Canadians through

the better use of health data.
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If pressed on public engagement

 Canadians should have a say in how their health data is used, so consultation

and engagement are key for this work.

 The Government will be engaging broadly on the strategy to hear Canadians’

views on how health data can serve them better, both during and between public

health events.

If pressed on privacy

 The government knows that Canadians value the privacy of their health

information and want it to be appropriately safeguarded.

 Canadians also expect that their data would be used to inform public health

measures, stimulate research on new treatments and improve our health care

systems.

 The person-centred approach our government is taking to strengthening health

data collection, sharing and use recognizes Canadians’ rights to have their

personal information protected while benefiting from the insights that can be

generated by sharing it.

If pressed on Expert Advisory Group

 To ensure the Strategy is informed by leading voices in Canada’s health sector,

our government established an Expert Advisory Group in fall 2020 to provide

advice and guidance on this work.

 The Expert Advisory Group is chaired by Dr. Vivek Goel, President and Vice-

Chancellor of the University of Waterloo and distinguished public health scholar.

 Expert Advisory Group membership is composed of experts from across the

country with wide-ranging expertise across health system, public health, and

population health data with perspectives on analytics, data management, and

privacy.



Background

Pan-Canadian Health Data Strategy
Health data (which encompasses public health, health system and population health data)
are collected by numerous organizations and governments. However, as SARS and COVID-19
have demonstrated, there are persistent and important gaps in data collection, sharing and use
that cost lives and negatively impact personal, health professional and system-wide health
decision-making. Overall, these impacts reduce health outcomes for Canadians.

In December 2020, the Government of Canada, in collaboration with provinces and territories,
began developing a pan-Canadian Health Data Strategy. In the May 2021 Office of the Auditor
General report, Pandemic Preparedness, Surveillance, and Border Control Measures, it was
recommended that Canada create a pan-Canadian Health Data Strategy (pCHDS) to address
foundational issues related to health data in Canada. The November 2021 Speech from the
Throne underlined the importance of improving data collection across health systems to inform
future decisions and ensure the best possible health results for Canadians. In the December
2021 Office of the Chief Public Health Officer report, A Vision to Transform Canada’s Public
Health System, it was recommended that Canada create a world-class public health system and
noted that the pCHDS is an actionable idea to improve public health tools. The December 2021
Mandate Letter for the Minister of Health acknowledged the need for a health data system that
is timely, usable, open-by-default, connected, and comprehensive. In the letter the Minister was
tasked with taking steps to create a world-class health data system.

The goal of the Strategy is to identify commonly-supported, implementable solutions to address
persistent barriers to the use of critical health data. Once identified, and when supported by
provinces and territories, Canadians will be better served by their own health data, accelerating
the transformation towards person-centred health care systems and strengthening public health
decision-making during and between health emergencies.

Pan-Canadian Health Data Strategy Engagement
Canadians should have a say on how their health data is used, therefore engagement is key for
this work. PHAC will be reaching out to stakeholders, Indigenous groups and the public to
inform them of the federal/provincial/territorial (F/P/T) process of co-developing a pan-Canadian
Health Data Strategy and to seek their input on how health data can serve them better, both
during and between public health events.

Informed stakeholder consultations started in summer 2021 and continued into fall 2021.
Further engagement will be planned as the strategy evolves. In addition, a presentation to the
Conference of Deputy Ministers of Health is targeted for  spring 2022.

Expert Advisory Group
A pan-Canadian Health Data Strategy Expert Advisory Group (EAG) was established in fall
2020 to provide advice and guidance to inform F/P/T co-development work. Specifically, the
EAG provides advice on:

 strategic direction for the use of health systems, population, and public health data to
improve the health of Canadians;

 principles to guide the creation, collection, storage, and use of data; and

https://www.oag-bvg.gc.ca/internet/English/parl_oag_202103_03_e_43785.html
https://www.canada.ca/en/public-health/corporate/publications/chief-public-health-officer-reports-state-public-health-canada/state-public-health-canada-2021.html
https://www.canada.ca/en/public-health/corporate/publications/chief-public-health-officer-reports-state-public-health-canada/state-public-health-canada-2021.html
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 a practical and phased roadmap for the implementation of measures to sustainably
address areas of greatest opportunity and impact.

The EAG is chaired by Dr. Vivek Goel, the Health Data Champion for the Strategy. Dr. Goel is
the President and Vice-Chancellor of the University of Waterloo and a Professor in the Schools
of Pharmacy and Public Health Science. He is a Professor Emeritus in the Institute of Health
Policy, Management and Evaluation at the Dalla Lana School of Public Health, University of
Toronto. Professor Goel is a distinguished scholar with an extensive background in teaching,
research and university administration. He was a founding scientist at the Institute for Clinical
Evaluative Sciences (ICES), where he continues as an Adjunct Senior Scientist and he served
as founding President and CEO of Public Health Ontario from 2008 until 2014.

On June 17, 2021, the EAG published their first report describing the systemic barriers to
effective health data managment. Their second report, published on November 30, 2021,
contains recommendations on how to overcome these barriers and build a health data
foundation in Canada that optimizes the use of health data for better health outcomes and more
effective public health event management.

While the report does not directly recommend the creation of a new health data agency, it does
highlight the need for stronger and more coordinated governance models and legislation to
improve health care delivery, health outcomes and public health response measures.

Indigenous Services Canada (ISC) Health Data Investments
PHAC is working directly with ISC to find alignment and synergies with Indigenous health data
initiatives announced in Budget 2021. Access to reliable and culturally relevant data on
Indigenous peoples is critical to building a complete portrait of Indigenous lived experiences,
unmasking inequalities, and ensuring delivery of effective policies and programs. Engagement
on the pan-Canadian Health Data Strategy will enable alignment with Indigenous-led data
strategies, which can further self-determination by providing First Nations, Inuit, and Métis
Nation governments and organizations with the data they need to support their communities.

https://www.canada.ca/en/public-health/corporate/mandate/about-agency/external-advisory-bodies/list/pan-canadian-health-data-strategy-reports-summaries/expert-advisory-group-report-01-charting-path-toward-ambition.html
https://www.canada.ca/en/public-health/corporate/mandate/about-agency/external-advisory-bodies/list/pan-canadian-health-data-strategy-reports-summaries/expert-advisory-group-report-02-building-canada-health-data-foundation.html
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Use and Privacy Protection of Public Health Mobility Data

Issue

Public concerns surrounding the Public Health Agency of Canada’s (PHAC) use of
mobility data have emerged in response to a public posting of a mobility data Request
for Proposal (RFP) on December 17, 2021, to access cell-tower/operator location data
to assist in the response to the COVID-19 pandemic and for other public health
applications. This RFP has raised public concerns regarding individuals’ right to privacy,
and concern over the government gathering information on individuals.

Key Facts

 Anonymous and population-level mobility data analysis is needed to evaluate the
effectiveness of public health directives during the pandemic. By analyzing
population movement data, we can better understand the public’s
responsiveness during lockdown measures.

 Analyses and findings from the mobility data have also been regularly shared
with provinces and territories as a supplemental source of information to support
policy decisions and evaluation in their pandemic response.

 The data received was focused at the regional public health level and does not
include any individually identifiable or personal data.

Key Messages

● Reliable, timely and relevant health and public health data are crucial to inform

policy and decision-making during this pandemic, and more broadly during public

health emergencies and to improve long-term public health outcomes for

Canadians.

● The Public Health Agency of Canada takes the privacy of individuals seriously

and is ensuring that no personal information was asked for, or received, and no

individual or identifiable data is contained in mobility data received by the

agency.

● The Agency is aware that the Office of the Privacy Commissioner is investigating

complaints on the Agency’s use of mobility data. The Public Health Agency of

Canada has proactively provided information to the Office of the Privacy

Commissioner over the past year and a half on its use of mobility data and will

continue to cooperate fully with the investigation.



Page 2 of 5

If pressed on user privacy

● The Public Health Agency of Canada engaged internal privacy and ethics experts

to ensure the Government of Canada’s use of mobility data follows best

practices. Since April 2020, the Agency has met regularly with the Office of the

Privacy Commissioner, including biweekly meetings for the last 15 months, to

discuss COVID files, including mobility data.

● The Request for Proposal requires that the contractor protect user privacy by

only providing secure, de-identified and aggregated data. This means all

personal identifiers are removed before the Agency receives it and the data

represent a population of people and cannot identify or track individuals using

this data. The proposal also requires that individuals have the ability to easily opt

out of their mobility data sharing programs.

● The Agency only considered vendors in the process who met the Government of

Canada’s strict security, legal, privacy and transparency requirements.

If pressed on Investigation

● The Public Health Agency of Canada is aware that the Office of the Privacy

Commissioner is investigating complaints on the Agency’s use of mobility data,

has proactively provided information to the OPC and will continue to cooperate

fully with the investigation.

If pressed on secrecy or transparency

● This work has been made publically available on the COVIDTrends website as a

means to provide Canadians with local information on COVID in their

communities with explanations of how this data is used, and privacy protections

in place. The work is also shared with provinces and territories as part of joint

efforts on COVID-19.



Background

Mobility data is a useful tool to inform public health analysis. To date, the Public Health Agency
of Canada (PHAC) has used two types of mobility data: crowdsourced mobility data and
operator based mobility data (which is complementary to and used to verify crowdsourced data).

Early in the COVID-19 response, operator-based mobility data was provided to PHAC through
Innovation, Science, and Economic Development’s Communication Research Centre (CRC) in
partnership with Telus Mobility.

PHAC established a sole-source contract, which expired on October 8, 2021, with Telus Mobility
for this data in March 2021. PHAC also has an ongoing contract with BlueDot Inc. for de-
identified and aggregated crowdsourced data.

The data received from Telus was secure, de-identified, aggregated (i.e., not at the level of an
individual), and vetted for security, legal, privacy and transparency considerations by both Telus
and PHAC.

This data helps to contribute to generate public health insights including the ability to estimate
the impacts of public health interventions and risk factors. This includes using mobility data
analysis to contextualize the public health situation over time, examining possible links between
population movement within Canada and propagation of COVID-19, measuring the
effectiveness of public health measures, and empowering Canadians with information to
improve and protect their health.

Since September 2020, COVIDTrends, PHAC’s COVID-19 public-facing dashboard, has
provided Canadians with a population movement indicator to raise awareness of mobility
patterns in relation to possible easement or tightening of public health measures within their
health region. Mobility data is used to support that indicator.

PHAC has been producing report summaries to look at how movement trends of the Canadian
population have changed over the course of the pandemic, including identifying new patterns to
help direct public health messaging, planning and policy development. These summaries have
been regularly shared with provinces and territories throughout the pandemic via the Special
Advisory Committee.

In early fall 2021, PHAC launched an internal survey to mobility data users. Survey results
indicated users find this data valuable and informative for COVID-19 situational awareness.
Users also perceived the scalable potential of this data to inform other public health challenges.

PHAC is currently without a provider for operator-based mobility data, limiting its ability to
validate analyses derived from the crowdsourced data. Rather than use a sole source
mechanism, PHAC launched a Request for Proposal (RFP) for its next partnership for operator-
based mobility data in order to increase transparency and align with the Government of
Canada’s “Open Data” initiatives.

An RFP was posted on the Buyandsell.gc.ca site in December 2021. In order to ensure identity
protection, this RFP requires that a vendor supply data that has been de-identified and
aggregated (i.e., not individualized) in a secure format that is vetted for security, legal, privacy
and ethical considerations.
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On January 31st, 2022, a motion was passed at the Standing Committee on Access to
information, Privacy and Ethics (ETHI) calling to suspend the RFP until ETHI completes its
study.

An RFP cannot be suspended but rather would have to be cancelled and reissued for a full 30

days. This would cause an interruption in data and will impact epidemiological activities

currently underway in response to the pandemic. These activities support surveillance and risk

assessments and would limit PHAC’s understanding of the pandemic and the impact of public

health measures.

The RFP was posted on December 17, 2021, and extended to February 4th, 2022, at the

request of a vendor (this is customary).

On January, 27, 2022, PHAC received another request from a vendor to extend the deadline to
February 18th, 2022. PHAC will approve this request as it believes the additional extension will
result in stronger bids.

Ethics and consultations
In response to an internal request for a privacy analysis for the planned uses of mobility data,
PHAC’ Privacy Management Division (PMD) concluded in August 2020 the data does not
contain personal information and therefore is not subject to the Privacy Act.

In January 2021, internal consultation with the Public Health Ethics Consultative Group
(PHECG) for advice related to consent and ways to mitigate potential public concerns
surrounding perception of state surveillance provided an ethical analysis that outlined the need
for PHAC to be clear about public health goals, transparent, and to engage the public. PHAC
accepted all recommendations. Due to the priority of the pandemic response, the Centre for
Data Management, Innovation and Analytics was not able to conduct a public consultation.

In addition, since April 2020, PHAC has also met regularly with the Office of the Privacy
Commissioner (OPC). As part of the briefings, the Agency provided OPC a very detailed
presentation including data types and pipelines, epidemiological uses, privacy and safeguards,
as well as users opt-out options. In addition, over the past 15 months, PHAC has also met with
the OPC every two weeks to provide them verbal updates on all our COVID files including
mobility data. While the OPC was not asked formally for written comments on the mobility data
initiative, at no time did they raise any concerns with PHAC on the numerous occasions when it
was discussed with them and the information provided.

January 6, 2022 was the most recent meeting with OPC representatives to describe the mobility
data project, associated RFP currently out for tender, the types of analyses performed to date,
and future plans to support public health.

For operator data, a number of security measures—at a contractor-level, at PHAC, and through
CRC—exist to preserve the privacy and integrity of mobility data:

● Contractors must have a secure platform with clear security protocols (e.g. two-factor
user identification), data that is anonymized (e.g. scrambled SIM), and ensures that



precise locations are not included (e.g. location of nearest tower only)
● Analyses performed within the platform use standard codes and protocols to ensure data

is de-identified.
● Prior to data extraction, anonymized user IDs are removed, data are aggregated to at

least 20 devices at no smaller than census subdivision level (i.e. municipality), and
measurements must be transformed into percentages. This pre-processing of mobility
data prevents tracking movement patterns of individual users, including at the cell tower
level.

● Automated reports are generated from the data by CRC and sent to PHAC.
● Reports generated display population level trends within health regions (with no fewer

than 20 devices) and all measurements are in proportions.



Collection and Use of Mobility Data

DATE: 2022-01-20

Issue

Public interest surrounding the Public Health Agency of Canada’s (PHAC) use of mobility data

has increased since the public posting Request for Proposal (RFP) on December 17, 2021 to

access cell-tower/operator location data.  Questions related to how PHAC has collected and

used mobility to date and plans for the future have been raised by the public, the media, and

members of parliament.

Key Speaking points

● PHAC did not collect data but rather purchased commercially available mobility data

from TELUS (operator data) and BlueDot (crowdsourced) during the pandemic. Both

vendors confirmed that participants are provided with opt-in or opt-out options to share

their data.

● The goal of the current RFP is to obtain a stable, high-quality source of mobility data to

assist in the response to the COVID-19 pandemic and for other public health

applications. The cost for any contract(s) will be determined following a rigorous

evaluation based on a combination of technical merit and price.

● The data obtained during the pandemic by PHAC was de-identified in that it contained

no personal information and was processed securely. The data from Telus Mobility

reports on approximately 9 million devices while the data from BlueDot reports on

approximately 5 million devices. There is no way of determining if there is overlap

between the two sources because both data sets are de-identified and aggregated.

● Mobility data was used to generate public health insights for COVID-19 including:

○ estimating the impacts of public health interventions and risk factors,

○ contextualizing the public health situation over time,

○ examining possible links between population movement within Canada and

propagation of COVID-19,

○ measuring the effectiveness of public health measures, and

○ empowering Canadians with information to improve and protect their health (via

the COVIDTrends website).



Background

 The RFP for mobility data is currently posted on Buy & Sell. The RFP was posted on

December 17, 2021 and extended to February 4th, 2022 at the request of a vendor (this

is customary).

 The contract is for an initial period from the date of contract award to 31 May 2023,

with three additional one-year option periods. The cost for any contracts will be

determined following a rigorous evaluation based on a combination of technical merit

and price.

 A contract with Telus for mobility data was in place between December 2020 and

October 2021 with a value of $199K including taxes.

 A contract with BlueDot was in place from March 2020 and ends in March 2022. This

contract mainly secures consultancy services from experts at BlueDot and the

procurement of mobility data. The overall value of this contract for the consultancy

services as well as the procurement of mobility data is $3.7M including taxes.

How it works

 Mobility data is formed by:

o Companies such as Telus have business data such as location data from cell phone

users that ping off a tower.  The data is stripped down so there is absolutely no

personal data (user name or number), only the signal or signal location when

moving.  Data is then aggregated or grouped in time (data for a day rather than by

second by second), geography (grouping data by city, health region or province

rather than by specific location) or volume (grouping multiple devices together).

The de-identified and aggregated data is offered commercially and available to

organizations, governments, researchers and others to support different purposes.

o Similarly, some companies like Bluedot offer commercially available information

gleaned from smartphone applications. Bluedot makes every effort to ensure the

data is de-identified and aggregated so you cannot identify the user.

 In order to understand population movement impacts on the trajectory of the

pandemic, PHAC has subscribed to some of this data.

 Mobility data is used primarily as a complementary data source for analysis to support

situational awareness. For example, when analyzed with outbreak data, understanding

population movement can help predict risk to other geographic areas. Mobility data,

combined with data on public health measures, can help to assess the effectiveness of

those measures based on how the population responds to public health guidance and

directives.

 PHAC develops, and shares with provinces and territories, Report Summaries that look

at how movement trends of the Canadian population have changed over the course of

the pandemic, including identifying new patterns to help inform public health

messaging, planning and policy development.



 PHAC uses mobility data to help inform Canadians about the value of following public

health direction and social distancing to reduce the spread of COVID, see population

mobility in their health region and compare them to changes in other health regions, as

well as to changes at the national level, on COVIDTrends.

 There is absolutely no identifiable data and that is exactly what PHAC contracted for and

requires, population mobility data. The data PHAC receives is in the form of a report, or

a table with percentages and proportions for geographic areas such as census

subdivision or health regions over a time period of 24 hours or more.

https://health-infobase.canada.ca/covid-19/covidtrends/?HR=1&mapOpen=false
https://health-infobase.canada.ca/covid-19/covidtrends/?HR=1&mapOpen=false


TELUS Contract

DATE: 2022-01-17

Issue

Public interest surrounding the Public Health Agency of Canada’s (PHAC) use of mobility data

has increased since the public posting of a Request for Proposal (RFP) on December 17, 2021, to

access cell-tower/operator location data.  Questions related to PHAC’s previous contract with

TELUS have been raised by the public, the media, and members of parliament.

Key Speaking points

● In response to a departmental callout for support early in the COVID-19 response, TELUS

mobility data was offered through Innovation, Science, and Economic Development’s

Communication Research Centre (CRC).

● The data was used to help understand possible links between movement of populations

within Canada and the spread of COVID-19.

● CRC accessed Telus Mobility data through the Telus Data for Good Program that offered
a trial period at the onset of the pandemic. At the end of the trial period, in December
2020, PHAC established a sole-source contract with Telus Mobility that expired on
October 8th, 2021.

● PHAC established a Memorandum of Agreement with CRC to ensure that high levels of
expertise were available to support the COVID response and that due diligence for data
management was maintained throughout the duration of the sole-source contract.

● Contracts clearly stipulate that all data sent to PHAC should be de-identified and
aggregated. No personal information was received and PHAC does not have the ability
to re-identify any person from the data.

https://www.telus.com/en/about/privacy/data-for-good/
https://www.telus.com/en/about/privacy/data-for-good/


Population-level Mobility Data and Privacy

DATE: 2022-01-18

Issue
The Public Health Agency of Canada (PHAC) has been using mobility data from selected

commercial providers since December 2020 to evaluate response to public health measures.

Recently, this has attracted media attention and has raised privacy concerns from

parliamentarians.

Key Speaking points
 PHAC takes privacy very seriously and integrated privacy considerations from the very

beginning of this initiative. PHAC program officials engaged its privacy and ethics experts

throughout this initiative.

 PHAC informed the OPC of this work on mobility data, and proactively provided relevant

documents in April 2020; the OPC did not express any concerns at that time, nor did

they request further information.

 When this issue received media attention, the OPC requested more information and on

January 6, 2022 PHAC met with OPC officials and provided them with a technical

briefing.

 PHAC does not receive any personal information; rather, it receives data representing

movement of large populations. The data is grouped by municipality, health region or

province/territory and expressed as a percentage.

 The data cannot be used alone or in combination with other data, to identify individuals.

As a result, the federal privacy law that applies to the Federal Government, the Privacy

Act, is not engaged.



COVID ALERT APP

DATE: 2022-01-24

Issue

COVID Alert App continues to be maintained by Health Canada and uses strong measures to

protect the privacy and confidentiality of data.

Key Speaking points
 The COVID Alert app is part of a suite of tools and guidance developed by the

Government of Canada to help slow the spread of COVID-19.

 Since its launch, more than 6.8 million Canadians have downloaded the app and more
than 55K users who tested positive for COVID-19 have notified others of a possible
exposure.

 The COVID Alert app has undergone a privacy assessment in line with the Office of the
Privacy Commissioner’s (OPC) Framework for the Government of Canada to Assess
Privacy-Impactful Initiatives in Response to COVID-19. The OPC was consulted on the
app and published their review of the app on their website.

 The Privacy Commissioner of Canada indicated that he supports the use of COVID Alert.

 The COVID Alert app does not disclose the identity of users, nor is location data or
personally identifiable information collected.

IF PRESSED

 The approach chosen was an exposure notification app as opposed to contact tracing as
it allows users to be notified of a possible exposure without using personally identifiable
data or location tracking.

 The app uses Bluetooth technology, does not record users’ locations and does not
collect identifiable information.

 The app has undergone a thorough privacy assessment, and all data provided to the app
is securely stored and protected.



Background
On June 18, 2020, the Prime Minister of Canada announced a national exposure notification

app. On July 31, 2020, the Prime Minister of Canada announced that the app, called COVID

Alert, is available for download by all Canadians.

The app, originally developed by the Government of Ontario, helps Canadians and public health

officials identify and isolate the spread of the virus more quickly. Use of the app is voluntary. If

someone tests positive for COVID-19, a health care provider will give that person a one-time

key that that person can enter into the app. Other users who have downloaded the app and

come in close contact with that person are then notified, through the app, that they may have

been exposed to the virus. The app provides users with information on steps they can take to

keep themselves and others safe. Health Canada worked with the provinces and territories to

customize public health information based on their jurisdictions context.

COVID Alert is a collaboration between Health Canada, the Canadian Digital Service, Innovation,

Science and Economic Development Canada, and the Ontario Digital Service. It builds upon an

exposure notification solution developed by Shopify volunteers in coordination with the non-

profit Linux Foundation Public Health. It is also the work of a team of developers from across

the country. The app underwent a security review by BlackBerry and the Canadian Centre for

Cyber Security. It incorporates Bluetooth technology provided by Apple and Google to log

instances where users have come into close contact without collecting personally identifiable

information or tracking a user location. The Office of the Privacy Commissioner has been

engaged on the app and the Commissioner has indicated they support the use of the app by

Canadians.

While the app is national in scope, provincial and territorial health authorities are responsible

for providing the one-time keys to users who test positive for COVID-19. The one-time keys can

then be entered into the app to notify users of a possible exposure. Eight provinces and one

territory have onboarded and are able to issue one-time keys:

 Ontario on July 31, 2020;

 Newfoundland and Labrador on September 3, 2020;

 Saskatchewan and New Brunswick on September 18, 2020;

 Manitoba on October 1, 2020;

 Quebec on October 5, 2020;

 Prince Edward Island on October 8, 2020;

 Nova Scotia on October 15, 2020; and,

 Northwest Territories on November 26, 2020.
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