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CONTINUING TO ADVANCE OUR IT SECURITY GOALS
As CSE’s new Deputy Chief of IT Security, I am pleased to bring you Edition 9 of the 
Cyber Journal. In my former role as the Director General of Cyber Defence, I saw first 
hand the persistence and skill level of the threat actors that target the Government 
of Canada (GC), as well as the severity of their threats. I witnessed how insufficient 
IT security enables successful cyber intrusions, which can have significant and direct 
impact on organizations. The direct and indirect costs of recovery can be enormous.

You are not alone in this fight. CSE is committed to providing high-quality advice, 
guidance and services to ensure the protection of electronic information and information 
infrastructures of importance to the GC. Together, we can strengthen the integrity and 
resiliency of Canada’s IT infrastructure and maintain the safety of Canada’s information.

In this edition, we introduce Canadian Medium 
Assurance Solutions (CMAS), which are being 
developed to help GC departments properly 
manage their IT security risks. In addition, 
we continue to focus on the importance of 
implementing CSE’s Top 10 IT Security Actions, 
tackle GC’s requirement for a secure mobile 
environment and strengthen Shared Services 
Canada’s role in helping government departments 
implement the Top 10.

Originally signed by

Scott Jones 
Deputy Chief, IT Security
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INTRODUCING MEDIUM ASSURANCE
Government of Canada (GC) departments are faced with the challenge 
of determining the IT security controls they need to implement to 
protect their networks and information. To meet this challenge, there 
are currently two security environments – High Assurance (HA) and 
Basic Assurance (BA) – that do not always cost-effectively provide 
the required level of assurance. These two security environments are 
defined by assurance level: i.e., the degree of confidence that a device 
or system will protect the business value of information.

GC business often requires IT solutions that offer greater user 
functionality and flexibility than is currently possible in an approved HA 
solution. At the same time, a BA solution may not be resilient enough 
against a higher level of threat environment. To meet both these 
business needs, CSE is developing Canadian Medium-Assurance 
Solutions (CMAS). This represents a new tier of IT security options 
and is a sovereign Canadian initiative.

CSE is currently working on an MA solution for a commercial 
smartphone that will provide secure voice, instant messaging and 
e-mail in a secret environment. Work has also started on a wireless 
tablet solution. These solutions will be incorporated in the future GC 
Secret Infrastructure (GCSI).

Under Treasury Board of Canada Secretariat (TBS) governance, CSE 
will create an approved reference architecture, and in turn, Shared 
Services Canada (SSC) will implement and maintain the enterprise-
level solution. As the CMAS program evolves, this partnership will 
work together to ensure that the GC’s information is protected 
appropriately, and that cost-effective solutions for all business needs 
are met.

For more information about Medium Assurance, contact 
ITSclientservices@cse-cst.gc.ca.

HIGH 
ASSURANCE (HA)

HA solutions are used to protect the 
most sensitive information such as 
national security and intelligence 
activities classified up to TOP SECRET. 
In addition, HA may be required to 
protect information provided by allies 
under agreed handling conditions. 
In the GC context, HA environment 
is governed by National Security 
System policy instruments and 
supported by well-defined and mature 
program that includes the use of 
controlled cryptographic devices and 
trusted key material.

BASIC 
ASSURANCE (BA)

BA solutions leverage industry 
best practices, commercial devices 
and tailored IT security advice and 
guidance. BA is associated with 
the daily operations of government 
networks connected to the Internet. 
It is designed to protect sensitive 
government information up to 
PROTECTED B. 

MEDIUM 
ASSURANCE (MA)
MA solutions are based on the 
principle of using evaluated 
commercial security products that 
are layered within an integrated and 
approved reference architecture. MA 
solutions must be approved by CSE 
for the protection of certain sensitive 
government operations information 
classified up to SECRET.

mailto:ITSclientservices%40cse-cst.gc.ca?subject=
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SHARED SERVICES CANADA’S SECURITY OPERATIONS CENTRE
Contributed by Shared Services Canada

The Shared Services Canada (SSC) Security Operations Centre (SOC) is a vital part of SSC’s role in consolidating and standardizing the 
Government of Canada (GC) Information Technology (IT) infrastructure. As outlined in the Treasury Board of Canada Secretariat (TBS) 
Cyber Security Event Management Plan (CSEMP), the SOC is the first point of contact for all GC departments and agencies to report IT 
security threats and incidents impacting SECRET and below networks. As such, the SOC provides a range of IT security services based on the 
Prevention-Detection-Response-Recovery IT security framework.

Over and above monitoring and detecting malicious activities targeted at SSC-operated infrastructure, the SOC, with the help of GC partners, also 
performs proactive functions that minimize threat agents’ unauthorized access to GC networks. It does this by sharing with other GC departments 
and agencies threat, response and mitigation advice obtained from open source information and Canada’s lead security agencies.

In addition, when nefarious activities are uncovered, the SOC is capable of event analysis and can provide IT security incident management 
services to diminish the likelihood of threat actors successfully penetrating SSC and those departments which share its infrastructure. In the 
event a complex or widerspread cyber incident should occur, SSC offers departments and agencies recovery services to assist in returning 
to normal operations.

Upon special request, penetration testing and web application vulnerability assessment services are also offered to SSC partners.

For further information on SSC’s SOC, contact the GC-Computer Incident Response Team (GC-CIRT) (SSC.gccirt-ericgc.SPC@canada.ca).

DID YOU KNOW? THE GC CSEMP
The Government of Canada Cyber Security Event Management Plan (GC CSEMP) that took effect 
on August 4, 2015, replaces the May 10, 2012, GC Information Technology Incident Management Plan 
(GC ITIMP).

The GC CSEMP provides an operational framework for the management of cyber security events 
(including cyber threats, vulnerabilities or security incidents) that impact or threaten to impact the GC’s 
ability to deliver programs and services to Canadians.

To read the plan, visit the Treasury Board of Canada Secretariat (TBS) Web site.

mailto:SSC.gccirt-ericgc.SPC%40canada.ca?subject=
https://www.tbs-sct.gc.ca/hgw-cgf/oversight-surveillance/atip-aiprp/sim-gsi/msi-gis/csemp-pgec-eng.asp
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CSE’S TOP 10 AND SHARED SERVICES CANADA
As highlighted in Cyber Journal Edition 8, implementation of The Top 10 IT Security Actions 
(ITSB-89 v.3) will significantly decrease the threat surface of departments’ and agencies’ 
computer networks, while increasing the resources a cyber adversary requires to attempt an 
intrusion.

Fortunately, Shared Services Canada (SSC) is working to establish a secure, trusted and 
reliable Government of Canada (GC) IT infrastructure. By extension, SSC’s partners and other 
departments that use SSC services will see many of the Top 10 incorporated into SSC’s services.

CSE, Treasury Board of Canada Secretariat (TBS) and SSC are working together to ensure that 
the SSC GC IT infrastructure includes, at a minimum, the following cyber protection measures:

 • CSE’s leading-edge cyber-defence capabilities at SSC Internet gateways that monitor 
for, and respond to, unauthorized entry, data exfiltration or other malicious activity;

 • SSC-supported operating systems and applications that are hardened and patched in a 
timely manner;

 • Carefully-managed administrative privileges so that users are only able to access the 
information and resources required to do their jobs; and

 • An Enterprise-wide Host-Based Intrusion Prevention System (HIPS) that is continuously 
monitored to provide early indications of intrusions and take immediate automated actions 
when appropriate.

As SSC and its partners and clients share responsibility for protecting GC networks and Canada’s 
information, all departments should continue to implement as many of The Top 10 IT Security 
Actions (ITSB-89 v.3) as possible in order to address the very real threats impacting the GC.

COMSEC CUSTODIAN 
CERTIFICATION PROGRAM

Following the introduction of our COMSEC 
Custodian Certification Program (CCCP) 
in 2015, we have issued a number of 
CCCP certificates.

The ITS Learning Centre (ITSLC) will once 
again offer the required 4-day Custodian 
training program courses in May 2016:

May 16, 2016 - Course # 235 
COMSEC in the GC

May 17, 2016 - Course # 410 
Cryptographic Security in the GC

May 18-19, 2016 - Course # 230 
COMSEC Custodian

SIGN UP TODAY!
A number of other courses are scheduled 
between now and the end of the fiscal year. 
For more information and to register for a 
course, consult the ITSLC Web site.

NEW IT SECURITY 
PUBLICATIONS

• ITSB-94 (Update) – Managing 
and Controlling Administrative 
Privileges Explained

• ITSB-111 – Cryptographic 
Algorithms for Protected 
Information

• ITSB-120 – Cross Domain 
Security Primer

CALLING ALL AUTHORS!
Do you have a topic that you would like to see covered 
in the Cyber Journal?

If so, submit your ideas to ITS Client Services.

https://www.cse-cst.gc.ca/en/cyber-journal
https://cse-cst.gc.ca/en/publication/itsb-89v3
https://cse-cst.gc.ca/en/publication/itsb-89v3
https://cse-cst.gc.ca/en/publication/itsb-89v3
https://cse-cst.gc.ca/en/publication/itsb-89v3
https://www.cse-cst.gc.ca/en/learning-formation/area-region/communications-security-comsec
https://www.cse-cst.gc.ca/en/learning-formation/area-region/communications-security-comsec
https://www.cse-cst.gc.ca/en/group-groupe/its-training
https://www.cse-cst.gc.ca/en/publication/itsb-94
https://www.cse-cst.gc.ca/en/publication/itsb-94
https://www.cse-cst.gc.ca/en/publication/itsb-94
https://www.cse-cst.gc.ca/en/publication/itsb-111
https://www.cse-cst.gc.ca/en/publication/itsb-111
https://www.cse-cst.gc.ca/en/publication/itsb-111
https://www.cse-cst.gc.ca/en/publication/itsb-120
https://www.cse-cst.gc.ca/en/publication/itsb-120
mailto:itsclientservices%40cse-cst.gc.ca?subject=
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CSE’S TOP 10 IT SECURITY ACTIONS APPLIED TO THE MOBILE ENVIRONMENT
CSE’s Top 10 IT Security Actions for Internet-Connected Networks and Information provides a prioritized list of security measures, which when 
implemented as a set, can be applied not only to the enterprise level of GC networks and systems, but also to mobile devices.

The following table explains how the Top 10 apply to a mobile environment. It provides key security considerations departments need to address 
when deploying mobile devices that connect to the GC Enterprise network. Just as the Top 10 helps to minimize intrusions or the impact to a 
network if a successful cyber intrusion occurs, the following Top 10 for the mobile environment will help secure GC mobile devices, as elements 
of the Enterprise.
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Mobile users can  connect securely to GC Enterprise networks and access SSC Internet Gateways via Virtual Private Network (VPN) 
technology that can be configured and enabled using a Mobile Device Management (MDM) platform.

Mobile platforms and applications may not be patched in a timely manner. An MDM platform will allow you to disable vulnerable 
Operating System (OS) features and applications, and to manage the deployment of patches when they become available.

While most mobile devices do not have administrative accounts, users of unmanaged devices still have many capabilities that would 
normally be privileged (e.g., app installation). An MDM platform may be used to disable or restrict these capabilities.

Although the mobile paradigm is based on hardening and making the OS resistant to hacking, many mobile OS features have been 
developed for user convenience and can result in security compromises. Harden mobile environments by using an MDM platform to 
disable potentially vulnerable convenience services. 

Even though a mobile device can connect to a network via a VPN connection, mobile devices should be considered “untrusted” 
devices, and network access should be limited to public zones (See ITSG-22, Baseline Security Requirements for Network Security 
Zones in the GC). Additional gateways should be used to control access to restricted zones. An MDM platform can also be used to 
create encrypted containers on a mobile device to segregate a user’s private files from Government of Canada (GC) data stored on the 
device. (Departments should review CSE guidance on use of GC mobile devices when travelling. See ITSB-87, Mobile Technologies 
in International Travel – Guidance for GC Business Travellers and ITSB-88, Mobile Technologies in International Travel – Guidance 
for GC IT Security Managers.)

User education and awareness is especially important for mobile devices, as the devices can connect to untrusted wireless data 
networks. Mobile devices are designed primarily for user convenience and contain many features which are contrary to the goals of 
Enterprise Security. Users need to be made aware of these issues. Mobile apps containing data mining libraries are of special concern 
when the devices are used to process GC data.

Use GC-furnished equipment (GFE) within a device management framework and provide control over configuration change 
management. An MDM platform facilitates managing, configuring and restricting mobile devices. All mobile devices must be managed 
before they are allowed to connect to a GC network.

Host-based monitoring can provide defense-in-depth protection against cyber threats. Use an MDM platform to enable device 
monitoring and logging features.

Most mobile OSs implement some form of application sandboxing to protect data; however, these mechanisms are not as strong as 
virtualization. An MDM platform can provide a lightweight form of application isolation.

Whitelisting on mobile devices is accomplished using an MDM platform to create an “Enterprise App Store” that contains only 
applications vetted and approved by a GC organization’s internal process and criteria. Some devices may implement personal 
containers where unrestricted application installation is permitted. These personal containers can represent a significant security risk.

For additional information, see ITSB-89 v.3 –Top 10 Security Actions for Internet-Connected Networks and Information and ITSB-64 – Mobile 
Device Management (MDM) Solutions.

https://www.cse-cst.gc.ca/en/publication/itsg-22
https://www.cse-cst.gc.ca/en/publication/itsg-22
https://www.cse-cst.gc.ca/en/publication/itsb-87
https://www.cse-cst.gc.ca/en/publication/itsb-87
https://www.cse-cst.gc.ca/en/publication/itsb-88
https://www.cse-cst.gc.ca/en/publication/itsb-88
https://www.cse-cst.gc.ca/en/publication/itsb-89v3
https://www.cse-cst.gc.ca/en/publication/itsb-64
https://www.cse-cst.gc.ca/en/publication/itsb-64
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ABOUT THIS NEWSLETTER
Cyber Journal has been prepared for GC IT 
practitioners and stakeholders and is published 
on a periodic basis. This publication reflects 
the CSE IT Security commitment to share 
information, advice and guidance with the 
broader GC community to help departments 
and agencies better protect themselves from 
cyber threats. The aim is to highlight key 
security issues and stimulate discussion about 
security within your department. In addition, 
the newsletter profiles key products and 
services offered by CSE with information on 
how you can leverage them to help your GC 
organization. Security awareness throughout 
an organization is an essential element to 
improving the GC’s security posture. As such, 
we encourage you to share this information 
within your organization.

SUBSCRIBE
To be notified of future releases, contact:   
itsclientservices@cse-cst.gc.ca

CONTACT US
For general advice and security guidance support, contact:  

 itsclientservices@cse-cst.gc.ca
 General Inquiries: (613) 991-7654

To contact the Cyber Threat Evaluation Centre: 
 ctec@cse-cst.gc.ca

For planning, support or any issues regarding COMSEC devices, 
contact COMSEC Client Services:
 comsecclientservices@cse-cst.gc.ca
 General Inquiries: (613) 991-8495

COMSEC custodians can contact the Crypto Material Assistance Centre (CMAC):
 cmac-camc@cse-cst.gc.ca

 General Inquiries: (613) 991-8600

For education and training services, contact the IT Security Learning Centre:
 its-education@cse-cst.gc.ca

 General Inquiries: (613) 991-7110

INTRODUCING... IT SECURITY 
LEARNING PATHWAYS

Developed in collaboration with SSC, each IT Security Learning 
Pathway starts with a recommended IT security foundations 
curriculum. Each pathway is then followed by courses in a wide range 
of IT security specialties that include both suggested formal learning 
and informal workplace learning. If you’re not sure which specialty is 
right for you, there is an optional self-assessment that you can use to 
gauge your interests. 

The IT Security Learning Centre (ITSLC) recently released five 
pathways on their Learning Management System (LMS). Other 
pathways will be published over the next few months. If you have any 
questions, please contact the ITSLC at the Education Services Link.

 
A NEW ITSLC COURSE: 

CYBER SECURITY IN THE GC
This introductory course is aimed at those who support 
cyber and IT security within their organization, but are not 
themselves Cyber or IT security specialists. This course 
combines presentations, discussions and group activities, to 
provide foundational knowledge of the GC cyber security 
context including the following items:

 • policy, business and threat contexts;

 • an overview of technical and operational terms 
and concepts; and 

 • an overview of reporting processes and common 
enterprise and departmental protection measures.

Participants will be better prepared to navigate the cyber 
security domain, and better support their organizational cyber 
security efforts.

mailto:itsclientservices%40cse-cst.gc.ca?subject=
mailto:itsclientservices%40cse-cst.gc.ca?subject=
mailto:ctec%40cse-cst.gc.ca?subject=
mailto:comsecclientservices%40cse-cst.gc.ca?subject=
mailto:cmac-camc%40cse-cst.gc.ca?subject=
mailto:its-education%40cse-cst.gc.ca?subject=
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